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Table 1. Common Uses of User-Identi!able Data in Social Media Research
Research Use of 
User-Identi!able Data

Research Context Examples

Individual 
spotlighting

Qualitative 
exploration, 
explanation of 
anomalies

Understanding the most active 
users or the most retweeted tweets; 
qualitative investigations of 
bot-ness

Inferred Behavior Modeling, e.g., 
structural topic 
models

Connecting certain topics with 
combinations of individual user 
level covariates

Representatives
Examples

Model explanation, 
e.g., topic models

Using speci!c tweets as exemplars 
for their corresponding topics in 
a topic model or other inductive 
analysis

!"#$%&'()#*$'+$,%-()./,$0121

X42'3423-,&'),')*)1&0.*'2&,&)2*%&2,'.,'+-'32-14*&'%.>%WE4)/.+;'2&,&)2*%'9.+%'),'
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*-8+2-/'-:&2';-42'T5&.8>'.8'345/.*T'.,'()2'%.>%&2'.8'+%&'3%;,.*)/'9-2/1='g&*)4,&'-('
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5&8&?+'.8'+%&,&',-2+,'-('.8+&2)*+.-8,='$%&'.8+&28&+'0);'>.:&'4,')'>2&)+&2'(&&/.8>'-('
*-8+2-/'.8',-0&'9);,'5&*)4,&'.+'(&&/,',+2).>%+(-29)21/;')8-8;0-4,6'54+'.+'32-:.1&,'
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)8-8;0.+;Z'[42+%&20-2&6'0)7.8>'+%&'4,&2\,'.1&8+.?*)+.-8'%)21&26'(-2'.8,+)8*&'5;'
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481&2'*-81.+.-8,'-('+-+)/'345/.*8&,,')81',&)2*%)5./.+;'I])8*-,4')81'o&>&++.'"J"JL='
i//'+%.,'0.>%+'2).,&'+%&'E4&,+.-8'-('9%&+%&2')8-8;0.+;'.,'(&),.5/&'-2'&:&8'1&,.2)5/&='
i,' V&2-/0)*7')81']423%;'I"J!KL'%):&'3-.8+&1'-4+' (-2' +%&'*),&'-('&+%8->2)3%;6'
)8-8;0.+;' ,%-4/1' 8-+' 5&' +%&' 1&()4/+' &+%.*)/' *%-.*&h' (-2' &+%8->2)3%.*' ,45B&*+,6'
)8-8;0.+;'.,'5-+%'8&)2/;'.03-,,.5/&'+-'32-+&*+')81'-p&8'*-8+2)2;'+-'+%&',45B&*+,\'
-98'&P32&,,&1'.8+&2&,+,=

g4+'-42' ,.+4)+.-8' .,' ,45,+)8+.)//;'1.A&2&8+h' +%-4>%')8-8;0.+;' .,'1.C*4/+6'345/.*'
,-*.)/'0&1.)'1)+)'>&8&2)//;'/)*7'+%&'M,0)//'9-2/1N'32-5/&0'-('&+%8->2)3%.*'1)+)='
D&'./!'1-'04*%' +-'32-+&*+' +%&')8-8;0.+;'-('-42' ,45B&*+,6' )816'5&*)4,&'9&')2&'
*-//&*+.8>'1)+)'9.+%-4+'+%&.2'78-9/&1>&6'.+'.,'.03-2+)8+'+%)+'9&')++&03+'+-='D&'1-'
8-+'78-9'-42' ,45B&*+,\' .8+&2&,+,6'54+'9&'*)8' ,-0&+.0&,' .8(&2' +%&0h')**-48+,'-2'
.81.:.14)/' +9&&+,'-2'&:&8'32-?/&,' +%)+'%):&'5&&8'0)1&'32.:)+&'-2'1&/&+&1' .8' +%&'
+.0&',.8*&' +%&;'9&2&'-2.>.8)//;' 2&/&),&1'*)8'5&'481&2,+--1'),')'7.81'-(' .03/.&1'
-3+W-4+=

_)+)' (2-0' -42' -98'9-27' ,%-9,' +%.,' .,,4&' */&)2/;=' @&+428.8>' +-' )' ,&+' -(' +9&&+,'
*-//&*+&1'(-2'-42',+41;'-('+%&'"J"J'O=G='32&,.1&8+.)/'&/&*+.-86'9&'12&9',)03/&,'(2-0'
+%&'5&>.88.8>'IU-:&05&2'#6'"J!KL')81'&81'IV4/;'d6'"J"JL'-('+%&'*-//&*+.-8'3&2.-16'
)81')++&03+&1'+-'2&W)**&,,'+%-,&'+9&&+,'I!L='

1. "e tweets were originally collected using Twitter's streaming API (i.e., the "!rehose") based on a bag of words relating to 
the election (e.g., candidate or party names, "US election", etc.). "is resulted in a dataset containing hundreds of thousands 
to millions of tweets per day. From these, we sampled 4200 from the !rst and last weeks of data collection (as attempting to 
resolve millions of tweet ids to check availability is prohibitively time intensive). Neither the original data nor the sample 
were !ltered for bot accounts; however, the di#erent classes of tweet (available, deleted, account protected, account suspend-
ed) are largely similar in statistical pro!le. For instance, though suspended accounts tend to be a bit younger, and available 
accounts a bit older, the distributions of account age are otherwise very similar. "us, it seems unlikely that bot accounts are 
truly skewing the numbers presented here.
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$%&'2&,4/+,')2&' ,+2.7.8>h')*2-,,'5-+%',)03/&,6'-8/;' B4,+'0-2&' +%)8'%)/(' IdkqL'-('
+%&'+9&&+,'9&2&',+.//')**&,,.5/&='X('+%&'2&0).81&26')5-4+'""q'%)1'5&&8'1&/&+&1'5;'
+%&' 4,&26' "Jq'9&2&' (2-0' )**-48+,' ,.8*&' ,4,3&81&16' )81' )2-481' kq'9&2&' (2-0'
32-+&*+&1')**-48+,'I1&?8&1'%&2&'),'&.+%&2'32.:)+&'-2'1&)*+.:)+&1'5;'+%&'4,&2L'I"L=

U-96'+%&'?>42&,'(-2'+%&,&',)03/&,')2&')/0-,+'*&2+).8/;'%.>%&2'+%)8'+%&;'9-4/1'
5&'(-2')'2)81-0',)03/&'-(')//'+9&&+,='$%&'"J"J'32&,.1&8+.)/'&/&*+.-8'9),')'
*-8+&8+.-4,'+-3.*')81'9&'9-4/1'&P3&*+'0-2&'0.,,.8>'+9&&+,'+%)8'(-2'/&,,'
*-8+&8+.-4,'+-3.*,='Y-9&:&26'1.,*-42,&')2-481'*-8+&8+.-4,'&:&8+,'.,'-p&8'
&P)*+/;'9%)+'9&'9)8+'+-',+41;'I,&&6'&=>=6'*-8*&28,')2-481',-*.)/'0&1.)')81'&*%-'
*%)05&2,6'0.,.8(-20)+.-86'3-/)2.F)+.-86'&+*=L='[42+%&20-2&6'&:&8',45,+)8+.)//;'
/-9&2'?>42&,'9-4/1',+.//'5&',.>8.?*)8+='

$%.,'.,'-8&'3/)*&'9%&2&'+%&'+&8,.-8'5&+9&&8'+%&'2&,&)2*%&26'4,&26')81'345/.*'
.8+&2&,+'5&*-0&,'&,3&*.)//;')*4+&='@&,&)2*%&2,'9)8+'+-'&8,42&'+%&'0-,+'
*-032&%&8,.:&')81')**42)+&'1)+),&+')5-4+'3),+'&:&8+,')81')2&'4,4)//;'*-03&//&1'
5;'B-428)/,'+-'0)7&'+%&,&'1)+),&+,'345/.*/;'):)./)5/&'+-'&8,42&'2&32-14*.5./.+;='
$%&')**42)+&'2&32&,&8+)+.-8'-('+%&'%.,+-2.*)/'2&*-21'-('-8/.8&',3&&*%'*)8'5&6'.+,&/(6'
)'345/.*'>--1'Ig&28,+&.8'&+')/='"J"!L='i+'+%&',)0&'+.0&6'%-9&:&26'4,&2,')2&'7&&8'
+-'*-8,+)8+/;'2&)1B4,+'+%&.2',&/(W32&,&8+)+.-86'(-//-9.8>'*%)8>&,'.8'+%&.2'-98'
+2)B&*+-2.&,')81'.8'345/.*'-3.8.-8='

$%.,',&*+.-8'9-4/1'8-+'5&'*-03/&+&'9.+%-4+',-0&'1.,*4,,.-8'-('r)2>&'r)8>4)>&'
]-1&/,')81'+%&.2'3-+&8+.)/'(-2'32.:)*;':.-/)+.-8,='`8'+%&'32-*&,,'-(')0),,.8>'+%&'
/)2>&')81'.81.,*2.0.8)+&'+2).8.8>'1)+),&+,'8&*&,,)2;'(-2'54./1.8>'+%&,&',-2+,'-('
0-1&/,6'2&,&)2*%&2,'.8)1:&2+&8+/;'>)+%&2'3&2,-8)/'.8(-20)+.-8'),'9&//='Q)2/.8.'&+'
)/='I"J"!L'1&0-8,+2)+&'%-9'c^$W"'*-4/1'5&'4,&1'+-'2&:&)/'3&2,-8)/'.8(-20)+.-8'
,4*%'),')8'.81.:.14)/\,'8)0&6'3%-8&'8405&26')81'3%;,.*)/')112&,,'4,.8>')'
+2).8.8>'1)+)'&P+2)*+.-8')++)*7='g;'+)7.8>')1:)8+)>&'-('+%&'32-5)5./.,+.*',+)+.,+.*,'
+%)+'481&2>.21'rr],6')++)*7&2,'*)8'>&8&2)+&'E4&2.&,'9.+%')'/-9'/.7&/.%--1'-('
-**422.8>'+%)+'*)4,&'+%&'0-1&/'+-'2&32-14*&',+2.8>,'-('+&P+'+%)+'.+'%),'&A&*+.:&/;'
0&0-2.F&1='@&,&)2*%&2,'%):&',4>>&,+&1'+%)+')8'-:&2%)4/'-('-42'1)+)'>-:&28)8*&'
.8(2),+24*+42&'.,'8&*&,,)2;'(-2',4*%'0-1&/,'+-'5&'1&3/-;&1'.8')'9);'+%)+'*-8+.84&,'
+-'32-+&*+'1)+)'%-/1&2,'(2-0'.8)1:&2+&8+'32.:)*;':.-/)+.-8,'I,&&'V&28.+&'&+')/=6'
"J""L=

2.  "ere is some additional uncertainty around this number as the status message Twitter provides 
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$%&,&' *-8*&28,' 5&*-0&' 0-2&' .03-2+)8+' 9%&8' 2&,&)2*%&2,' >&8&2)+&' .81.:.14)/'
*%)2)*+&2.,+.*,'(2-0'6/##23!%'.8'+%&'1)+)='g&;-81'9%)+'3&-3/&'9.//.8>/;'2&:&)/6',-*.)/'
0&1.)'1)+)')//-9,')8;-8&'9.+%'+%&'2.>%+',7.//,'+-$-!123')8')9(4/'/-+'5;'*-8,+24*+.8>'
:)2.)5/&,' +%)+' )>>2&>)+&' )*2-,,' 3-,+,<(-2' .8,+)8*&6' f-,.8,7.6' &+' )/=' I"J!aL' 4,&1'
2&*-21,'-('[)*&5--7'/.7&,'(2-0'd#6JJJ':-/48+&&2,'+-'>&8&2)+&'0-1&/,'+%)+'32&1.*+&1'
4,&2,\'2)*&'IKdq')**42)*;L6',&P4)/'-2.&8+)+.-8'I##q')**42)*;L6')81'3-/.+.*)/'3)2+;'
I#dq')**42)*;L='

D%./&'3&-3/&'0);'.03/.*.+/;'*-8,&8+'+-'+%&'345/.*8&,,'-('+%&.2'.81.:.14)/'+9&&+,6'
+%&;'0);'8-+'5&')9)2&'-('9%)+'+%&.2'+9&&+.8>'3)++&28,')11'43'+-6'8-2'1&,.2&'+%)+'
+%&,&' 1&2.:&1' 3)++&28,6' .8' +4286' 5&' 0)1&' M345/.*6N' -2' ,%)2&1' 9.1&/;' 9.+%' -+%&2'
&8+.+.&,'I(-2'.8,+)8*&'481&2')*)1&0.*'8-20,'-('+2)8,3)2&8*;')81'2&32-14*.5./.+;L'
I,&&']&+*)/(')81'Q2)9(-21'"J!m'-8'Y)4>&'&+')/='"J!mL='O81&2'+%&,&'*.2*40,+)8*&,6'
9&'04,+'),7'9%&+%&2'1)+),&+,'/&>.+.0)+&/;'),,&05/&1'/!)$63")'.2)'5;'2&,&)2*%&2,'
*)8'2&),-8)5/;'5&',%)2&1=

7&"$82#%$#&2$3-8&#%$#"$%#/+$63-5/#29

$%&2&' .,' )8' )2>40&8+' +%)+'9&' 8&&18\+' *-8*&28' -42,&/:&,'9.+%' )//' -(' +%.,h' ,-*.)/'
0&1.)'.,6')2>4)5/;6')'*-8,*.-4,'&A-2+'+-',3&)7'+-'+%&'9-2/1='G-*.)/'0&1.)'4,&2,')2&'
.81&3&81&8+')*+-2,'9%-'0)7&'+%&.2'-98'1&*.,.-8,'9.+%.8'+%&'*-8?8&,'-('3/)+(-20,'
+%)+'+%&;'%):&'*-8,&8+&1'+-'4,&='$%&',3&*.?*.+;'-('#&-%'%.,+-2.*)/'0-0&8+6'3-9&2&1'
5;',-*.)/'0&1.)6'.,'+%)+'+%&'345/.*s32.:)+&'1.,+.8*+.-8'%),'?8)//;'*-//)3,&16',-'+%)+'
&:&2;-8&' +-1);6' 8-'0)++&2' %-9'4878-986' .,' )' 3-+&8+.)/' 345/.*' ?>42&' I_)9,-86'
"J!#L='

D%./&',4*%'*-8,.1&2)+.-8,'0);',&2:&'+-',43&2?*.)//;'),,4)>&'-42'*-8,*.&8*&6'+%.,'
1.,*4,,.-8' %),'0)1&' */&)2' +%)+' +%&,&' B4,+.?*)+.-8,' )2&' 8-+' ),' 48*-03/.*)+&1' -2'
,+2).>%+(-29)21'),'9&'0.>%+'/.7&'+%&0'+-'5&='$%&'345/.*8&,,'-(',-*.)/'0&1.)'1)+)6'
+%&'32-5/&0'-(' .03/.&1'*-8,&8+6')81'-42'14+;'-('*)2&6')//' (&&1'.8+-'-8&')8-+%&2='
X42'14+;'-(' *)2&'5&*-0&,'0-2&' ,&2.-4,' .8':.&9'-(' +%&'1)8>&2,'-('345/.*.+;' )81'
+%&'()*+'+%)+',-0&'4,&2,'0.>%+'8-+'%):&'+%&'*%-.*&'+-'-3+'-4+'-('+%&'M48*-8+2)*+N'
,;,+&0'-('0-,+' ,-*.)/'0&1.)'3/)+(-20,='O,&2' )>&8*;' *)88-+' (2&&'4,' (2-0'&+%.*)/'
*-8,.1&2)+.-8,='
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32"./1)$4&1*#5'&67$+'&$8#7#1&/"$'9$,%-()./,$:'/.1)$;#<.1$0121

i112&,,.8>' +%&,&' *%)//&8>&,' 2&E4.2&,' )8' &+%.*)/' (2)0&9-27=' G4*%' )' (2)0&9-27'
*422&8+/;'*-0&,'.8'+9-'1.A&2&8+'(-20,h'),'6':(-.$6"(-.+6'+;3.*)//;'1&3/-;&1'5;',+)+&,'
-2',432)8)+.-8)/'3-/.+.*)/'&8+.+.&,e'-2'),'-!#23!/($8"523!/!.2$%#3'.#'32%'1&:&/-3&1'
5;'-2>)8.F)+.-8,'+%&0,&/:&,=

^45/.*'^-/.*;

i,'4,&2'1)+)'%),'5&*-0&'0-2&'9.1&/;':.,.5/&6',+)+&')81'>-:&280&8+'-2>)8.F)+.-8,'
%):&',+&33&1'43'+-'32-+&*+'+%&'.8+&2&,+,'-('*.+.F&8,='D%./&'*-8,40&2,'%):&'5&&8'+%&'
(-*4,'-('04*%'-('+%.,'/&>.,/)+.-86'3-/.*;0)7&2,'%):&')/,-'+)7&8'0&),42&,'+-',433-2+'
2&,&)2*%&2,' 9%-'0);' 2&E4.2&' )**&,,' +-' +%.,' 1)+)' (-2' +%&.2' 9-27=' $%&' Q)/.(-28.)'
Q-8,40&2'^2.:)*;'i*+' IQQ^iL' .8*/41&,' )' */)4,&' +%)+'32-%.5.+,'54,.8&,,&,' (2-0'
2&0-:.8>'*-8,40&2'1)+)'.('.+'+%2&)+&8,'M345/.*'-2'3&&2W2&:.&9&1',*.&8+.?*6'%.,+-2.*)/6'
-2',+)+.,+.*)/'2&,&)2*%'.8'+%&'345/.*'.8+&2&,+N'32-:.1&1',4*%'2&,&)2*%'M)1%&2&,'+-')//'
-+%&2')33/.*)5/&'&+%.*,')81'32.:)*;'/)9,N')81'+%&'1)+)'9),'-5+).8&1'9.+%'M.8(-20&1'
*-8,&8+N'(2-0'+%&'*-8,40&2'IQQ^i'�'!lK#=!JdL='

$%&'j=O=\,'c&8&2)/'_)+)'̂ 2-+&*+.-8'@&>4/)+.-8'Ic_^@L'32-:.1&,',.0./)2'&P&03+.-8,'
54+'>-&,'(42+%&2'+-'&P3/.*.+/;')//-9'2&,&)2*%&2,'+-'4,&'*-8,40&2'1)+)'(-2'3423-,&,'
-+%&2'+%)8'.+,'-2.>.8)/'.8+&8+.-86'+-'-5+).8'1)+)')*2-,,'2&>.,+2.&,6')81'+-',+-2&'1)+)'
(-2'/-8>&2'3&2.-1,'-('+.0&'+%)8'-2.>.8)//;',+.34/)+&1b')>).86'32-:.1&1'+%&'1)+)')2&'
4,&1'(-2'3423-,&,'M.8'+%&'345/.*'.8+&2&,+N'Ic_^@'i2+.*/&'de'i2+.*/&'"!L='

$%-4>%'+%&,&'2&>4/)+.-8,'>.:&'2&,&)2*%&2,',-0&'2--0'+-'9-27'5;'&P3/.*.+/;')//-9.8>'
*&2+).8'4,&,'-('1)+)6'+%&;')2&'5/48+'.8,+240&8+,'(-2')*+4)//;'2&>4/)+.8>'2&,&)2*%='`8'
32)*+.*&6'9%)+' *-03)8.&,' 1&*.1&' +-' 1-'9.+%' +%&' 1)+)' +%&;' *-8+2-/' .,' )' ()2'0-2&'
&A&*+.:&' 2&>4/)+.-8'-('9%)+' 2&,&)2*%'>&+,'1-8&='$%&,&'*%-.*&,'*)8'2&>4/)+&'E4.+&'
32&*.,&/;h' 5&;-81' ,.03/;' 9%)+' 1)+)' .,' 345/.*' )81' )**&,,.5/&6' ?20,' .8*2&),.8>/;'
3)2+8&2'1.2&*+/;'9.+%'2&,&)2*%&2,='[-2'&P)03/&6'[2)17.86'c2&9)/6')81'Y-/+F'I"J"!L'
*-05.8&1'345/.*'i.2585'2&:.&9,'9.+%'32-32.&+)2;'1)+)'-8'+%&.2'+.0.8>'+-',+41;'+%&'
&A&*+'-(' 2&*.32-*.+;'-8' +9-W,.1&1' 2&34+)+.-8' ,;,+&0,='D%./&' */&)2/;'-(' )*)1&0.*'
)81'*-00&2*.)/'5&8&?+6'+%&'E4&,+.-8'-('345/.*'.8+&2&,+'8&&1'8-+'&:&8')2.,&='

^45/.*'&/3,%6'%-9&:&26'*)8')81'1-6'),'+%&'&>2&>.-4,'*),&'-('Q)052.1>&'i8)/;+.*)'
.//4,+2)+&,'I@-,&85&2>'&+')/='"J!#L='$%&'(-2W32-?+'3-/.+.*)/'*-8,4/+.8>'?20'-5+).8&1'
+%&' 32.:)+&' 2&*-21,' -(' 0.//.-8,' -(' [)*&5--7' 4,&2,' +%2-4>%' )' 3,;*%-/->.,+' )+'
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Q)052.1>&' O8.:&2,.+;6' 9%-' */).0&1' +%)+' %&' 9),' *-//&*+.8>' 1)+)' (-2' 2&,&)2*%'
3423-,&,='O,&2,\'1)+)'9),'+%&8')33/.&1'+-'3-/.+.*)/'0)8.34/)+.-8'-3&2)+.-8,'/&)1.8>'
43'+-'+%&'"J!m'g2&P.+':-+&'.8'+%&'O8.+&1'f.8>1-0')81'+%&'O=G='̂ 2&,.1&8+.)/'&/&*+.-8='
[-2' )*)1&0.*' 2&,&)2*%&2,' +-'0).8+).8' 345/.*' +24,+b' )81' )/,-' +%&' /&>)/' 32.:./&>&'
-(' >2&)+&2' )**&,,' +-' 1)+)b' .+' .,' &,,&8+.)/' +-' 1.,+.8>4.,%' 5&+9&&8' )**&3+)5/&' )81'
48)**&3+)5/&'4,&,')81'*-//)5-2)+.-8,='

=92#&91)$>'?#&919/#$:2&-/2-&#7
G&*-816'32.:)+&')81'345/.*'.8,+.+4+.-8,'*)8'*2&)+&'8"523!/!.2$%#3'.#'32%'+%)+'%):&'
+%&'3-9&2'+-'0-8.+-2'2&,&)2*%'32)*+.*&,='i0-8>'+%-,&'9&'*-8,.1&2')2&'.8,+.+4+.-8)/'
2&:.&9'5-)21,6'32-(&,,.-8)/'-2>)8.F)+.-8,6')81'.8+&28)/'*-23-2)+&')41.+-2,='

`8,+.+4+.-8)/' 2&:.&9' 5-)21,' I`@g,L' )2&' +%&' 0-,+' 32-0.8&8+' &P)03/&,' -(' +%&,&'
>-:&28)8*&' ,+24*+42&,=' `8' +%&' O=G=' )8;' .8,+.+4+.-8' *-814*+.8>' (&1&2)//;' (481&1'
2&,&)2*%'04,+'&,+)5/.,%')8'.8,+.+4+.-8)/'2&:.&9'5-)21'-2'2&,&)2*%'&+%.*,'*-00.++&&'
+-'32-+&*+'+%&'2.>%+,'-('+%&'.81.:.14)/,'+)7.8>'3)2+'.8'+%)+'2&,&)2*%=']-2&'+%)8'#J'
*-48+2.&,')2-481'+%&'9-2/1'%):&',.0./)2'.8,+.+4+.-8,'I]*Q)2+%;'"JJ#L='

`8' +%&-2;6' `@g,' )2&'9&//W3-,.+.-8&1' +-' *-8,.1&2' +%&' &+%.*,' -(' 4,.8>' ,-*.)/'0&1.)'
1)+),&+,' (-2' )*)1&0.*' 2&,&)2*%' 5&*)4,&' +%&;' )2&' .81&3&81&8+' )81' 5&*)4,&' +%&.2'
.8,+.+4+.-8)/'0)81)+&' .8*/41&,'32-+&*+.8>'2&,&)2*%',45B&*+,' (2-0'3-+&8+.)/'%)20='
D%./&'(481&1'5;'+%&'.8,+.+4+.-8,'+%&;'9-27'(-26'+%&;')2&'-:&2,&&8'5;'(&1&2)/'/)96'
9%.*%'%),'+%&'3-9&2'+-'348.,%'.8,+.+4+.-8,'+%)+'()./'+-'*-03/;'5;'*4++.8>'-A'(481.8>='

`8' 32)*+.*&6' %-9&:&26' `@g,' 2)2&/;' *-8*&28' +%&0,&/:&,' 9.+%' 345/.*' 1)+)' ,-42*&'
2&,&)2*%'32&*.,&/;'5&*)4,&'.+'.,'345/.*='$%&',)0&'(&1&2)/'2&>4/)+.-8'+%)+'0)81)+&,'
`@g,'9.+%.8'0-,+')*)1&0.*'.8,+.+4+.-8,')/,-'&P&03+,'345/.*/;'):)./)5/&'1)+)'(2-0'
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+"&33#,/#$%*(."%$=#+(7+%#D&<=3#$%6'-<%-)'%-*,%*-'@9%!&83#%E1%&.%."#%#,5%-6%."#%
$#+.(-,1%$+"#<&.(+&33;%3&;$%-).%."#$#%+-<<-,%)$#$%&,5%'#$#&'+"%+-,.#D.$1%&,5%$)/4
/#$.$%8#$.%='&+.(+#$9
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!"#%='&+.(+#%-6%$=-.3(/".(,/%(,5(2(5)&3%.*##.$%-'%)$#'$%"&$%&3'#&5;%8##,%<#,.(-,#5%
&8-2#%6-'%(.$%-82(-)$%'&<(7+&.(-,$%(,%=-.#,.(&33;%5'&*(,/%-).$(F#51%),*&,.#5%
&..#,.(-,%.-%$=#+(7+%)$#'$9%A-*#2#'1%(.%($%&3$-%&,%#D.'#<#3;%)$#6)3%.--3%8-."%$)84
$.&,.(2#3;%&,5%'"#.-'(+&33;%."'-)/"-).%."#%'#$#&'+"%='-+#$$9%>,%-)'%-*,%*-'@1%
.&'/#.#5%(,2#$.(/&.(-,%-6%$=#+(7+%.*##.$%&,5%)$#'$%*&$%(,2&3)&83#%6-'%8)(35(,/%&%
B)&3(.&.(2#%),5#'$.&,5(,/%-6%!*(..#'%5)'(,/%."#%EGEG%#3#+.(-,0%*"-%*#'#%."#%<-$.%
&+.(2#%.*##.#'$1%&,5%*"&.%*&$%."#%<-$.%'#.*##.#5%+-,.#,.H%I#%='-=-$#%<(,(<(F(,/%
=-.#,.(&3%"&'<$%8;%-8.&(,(,/%+-,$#,.1%*"#,%=-$$(83#1%6'-<%&,;%(,5(2(5)&3$%*"-%
&'#%$=-.3(/".#59
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J&'.%-6%*"&.%($%)$#6)3%&8-).%$-4+&33#5%8(/%5&.&%($%='#+($#3;%."#%&8(3(.;%.-%&$$#<83#%
."&.%5&.&%(,.-%+-<=3#D%(,6#'#,+#$%8#;-,5%*"&.%*-)35%8#%-82(-)$%(,%&,;%/(2#,%
.*##.%8;%&,;%/(2#,%)$#'9%I#%5($+)$$#5%."($%&8-2#%(,%."#%+-,.#D.%-6%(,6#''(,/%(,5(4
2(5)&3%+"&'&+.#'($.(+$1%#9/91%=-3(.(+&3%-'(#,.&.(-,%-'%$#D)&3(.;9%K.')+.)'&3%.-=(+%<-54
#3(,/%($%&%6&('3;%8#,(/,%#D&<=3#9%!-=(+%<-5#3(,/%($%&%*&;%-6%+-<=).&.(-,&33;%(5#,4
.(6;(,/%."#%.-=(+$%8#(,/%5($+)$$#5%(,%&%$#.%-6%5-+)<#,.$9%K.')+.)'&3%.-=(+%<-5#3(,/%
."#,%3--@$%&+'-$$%5-+)<#,.$%.-%#$.&83($"%*"&.%.-=(+$%&'#%5($+)$$#5%8;%5(?#'#,.%
@(,5$%-6%&)."-'$%&,5%"-*9%L-'%-)'%*-'@%-,%!*(..#'%5)'(,/%."#%EGEG%#3#+.(-,1%*#%
)$#5%$.')+.)'&3%.-=(+%<-5#3$%.-%.';%&,5%),5#'$.&,5%."#%,&.)'#%-6%."#%+-,2#'$&.(-,%
&+'-$$%=-3(.(+&3%/'-)=$9%M).%#2#,%"#'#%."#'#%($%'--<%6-'%+-,+#',0%-)'%&$$(/,<#,.%
.-%=-3(.(+&3%/'-)=$%*&$%,-.%8&$#5%-,%#D=3(+(.%&N3(&.(-,1%8).%*&$%(.$#36%(,6#''#51%&,5%
8;%5'&*(,/%+-,,#+.(-,$%6'-<%5-+)<#,.$%.-%/'-)=$%.-%)$#'$1%*#%8)(35%&$$-+(&.(-,$%
8#.*##,%)$#'$%&,5%O/(2#,%."#%,&.)'#%-6%=-3(.(+&3%5($+)$$(-,%-,%$-+(&3%<#5(&P%$-<#4
.(<#$%-8Q#+.(-,&83#%+-,.#,.9%C$%&%$-3).(-,1%*#%='-=-$#%'#6'&(,(,/%6'-<%/(2(,/%."#$#%
(,6#'#,+#$%&.%."#%3#2#3%-6%."#%(,5(2(5)&3%)$#'%(,%&,;%=)83(+%='#$#,.&.(-,%-6%5&.&%-'%
'#$)3.$9%
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&,5%='#$#,.&.(-,%-6%.-=(+%<-5#3$1%*"#'#%#D&<=3#$%&'#%,#+#$$&';%6-'%<&@(,/%$#,$#%
-6%."#%+-<=).&.(-,&33;%/#,#'&.#5%.-=(+$9%A-*#2#'1%."($%+-33(5#$%5('#+.3;%*(."%
."#%($$)#%-6%=#'6#+.%$#&'+"&8(3(.;1%'&($(,/%($$)#$%6-'%&,-,;<(.;%#2#,%(6%,-%-."#'%
(,6-'<&.(-,%($%='-2(5#59%>,%$-<#%*&;$%."($%"&$%8##,%8-."%."#%#&$(#$.%&,5%"&'5#$.%
+"&33#,/#%.-%5#&3%*(."0%&3."-)/"%,#+#$$&';%5)'(,/%&,&3;$($1%."#%)$#%-6%(,5(2(5)&3%
5-+)<#,.$%($%,-.%3(.#'&33;%'#B)('#5%.-%='#$#,.%&%<-5#3%#?#+.(2#3;%&,5%+&,%-R#,%
8#%#?#+.(2#3;%'#=3&+#5%*(."%$;,."#.(+%$)<<&'(#$%&,5%.-=(+4+"&'&+.#'($.(+%*-'5$9%
A-*#2#'1%&.%."#%$&<#%.(<#1%(,5(2(5)&3%5-+)<#,.$%8#&'%$)8$.&,.(2#%B)&3(.&.(2#%
&,5%'"#.-'(+&3%*#(/".9%S,#%=&'.(&3%$-3).(-,%(,%-)'%*-'@%"&$%8##,%.-%-,3;%='#$#,.%
&,-,;<(F#5%#D&<=3#$%*"(+"%&'#%,-%3-,/#'%&2&(3&83#1%/#,#'&33;%8#+&)$#%."#%&++-),.%
(,%B)#$.(-,%"&$%$(,+#%8##,%$)$=#,5#59

!"#%=)'=-$#%-6%."#$#%#D&<=3#$%($%,-.%='#$+'(=.(2#%8).%'&."#'%5#<-,$.'&.(2#9%!"#%
#D&+.%.'&5#-?%8#.*##,%-)'%5).;%.-%='-5)+#%/--5%'#$#&'+"%&,5%-)'%5).;%-6%+&'#%.-%
-)'%$)8Q#+.$%($%6)FF;9%:-,#%-6%."#$#%+-,+#',$%+&,%8#%&33-*#5%.-%8#%='-"(8(.(-,$1%
&%6&+.%&<=3;%(33)$.'&.#5%(,%-)'%*-'@%-,%."#%#3#+.(-,9%T-,.#,.(-)$%&,5%"($.-'(+&3%
#2#,.$%&'#%(<=-'.&,.%&,51%6-'%(,$.&,+#1%."#%(<=3(#5%-=.4-).%-6%&%5#3#.#5%.*##.%
<)$.%8#%*#(/"#5%&/&(,$.%(.$%(<=-'.&,+#9%A-*#2#'1%*#%$.(33%<)$.%'#+-/,(F#%."#$#%
+-,+#',$%&,5%&=='-&+"%."#%.'&5#-?$%."#;%#,.&(3%*(."%'#$=#+.9%J).%&,-."#'%*&;1%*#%
<)$.%8#/(,%.-%&++#=.%."&.%-)'%=-$(.(-,%*(."%'#$=#+.%.-%-)'%$)8Q#+.$%"&$%<-'#%(,%
+-<<-,%*(."%."#%+-<=3#D(.(#$%5#&3.%*(."%8;%#.",-/'&="#'$%&,5%(,.#'2(#*#'$%."&,%
*#%"&2#%.")$%6&'%&$$)<#59

Table 2. Suggested Best Practices Around User-Identi!able Data in Social Media 
Research.
Research Use of 
User-Identi!able Data

Research Context Examples

Individual 
spotlighting

Qualitative 
exploration, 
explanation of 
anomalies

Present the minimum possible 
information. Receive prior consent 
when spotlighting when possible, 
or spotlight public !gures if that is 
not possible

Inferred Behavior Modeling, e.g., 
structural topic 
models

Disconnect individual inferences 
and individual users in public pre-
sentations of the data and results
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Table 2. Suggested Best Practices Around User-Identi!able Data in Social Media 
Research.
Representatives
Examples

Model explanation, 
e.g., topic models

Provide summaries rather than 
examples; only use examples which 
are still available (have not been 
removed by the user)
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G-*.)/'0&1.)')2*%.+&*+42&,')2&'-3+.0.F&1'+-'12.:&'+%&.2'4,&2,'+-'9.1&/;')81'
345/.*/;'2>6"%2'+%&.2'/.:&,6'+%-4>%+,6')81',-*.)/'2&/)+.-8,='$%.,'%),'*2&)+&1')8'
)5481)8*&'-('%.>%/;':.,.5/&'.8(-20)+.-8')5-4+'.81.:.14)/,'9.+%'+2&0&81-4,'
%.,+-2.*)/')81'&*-8-0.*':)/4&='g4+'8&.+%&2'345/.*'3-/.*;'8-2'.8+&28)/'>-:&28)8*&'
,+24*+42&,')1&E4)+&/;')112&,,'+%&'3-,,.5/&'*-8*&28,'4,&2,'0.>%+'2).,&')5-4+'
%-9'+%&.2'345/.*/;')**&,,.5/&'1)+)'0.>%+'5&',+41.&16'3)*7)>&16')81'2&*;*/&1'
.8+-'1&2.:)+.:&'32-14*+,='i,'2&,&)2*%&2,6'9&'04,+'+%.87'5&;-81'2)9'2&>4/)+-2;'
/.0.+)+.-8,')81'*-8,.1&2')'52-)1&2'M14+;'-('*)2&N'+-'+%&'3&-3/&'9%-,&'1)+)'9&'
)2&'4,.8>='$%&'M48*-8+2)*+N'8)+42&'-(',-*.)/'0&1.)'0&)8,'+%)+'4,&2'*-8,&8+'.,'
-p&8'.03/.&1'),'-33-,&1'+-',3&*.?*)//;'>2)8+&1'IH45-A'"J!KL='D&'32-:.1&'+9-'
2&*-00&81)+.-8,'>-.8>'(-29)21='

[.2,+6'2&,&)2*%&2,',%-4/1'8-+'0)7&'345/.*/;'):)./)5/&'.81.:.14)/'*%)2)*+&2.,+.*,'
+%)+')2&'.8(&22&1'(2-0'I54+'8-+',+)+&1'.8L')'4,&2\,',-*.)/'0&1.)'3-,+,6',4*%'),'
2&/.>.-4,')C/.)+.-86'3-/.+.*)/'-2.&8+)+.-86'-2',&P4)/'.1&8+.+;='D%&8'4,&2,'3-,+'-8'
,-*.)/'0&1.)6'(&9'.0)>.8&'+%)+'+%&.2'3-,+,'9.//'5&'*-//&*+&1')81')8)/;F&1'.8'+%.,'
9);='$-'*-8(-20'+-'8-20,'-('2&32-14*.5./.+;')81'+2)8,3)2&8*;6'2&,&)2*%&2,'*)8'
.8,+&)1'0)7&'):)./)5/&'+%&'*-1&'+%)+'>&8&2)+&,'+%&'1&2.:&1'*%)2)*+&2.,+.*,='D%./&'
8-+'*-03/&+&/;'32&:&8+.8>'-+%&2,'(2-0')**&,,.8>'+%&'1&2.:&1'*%)2)*+&2.,+.*,6'.+'
3/)*&,')',.>8.?*)8+'%421/&'.8'(2-8+'-(')8;-8&'9%-'9)8+,'+-')**&,,'+%&0='
!-%8#+-<#%&%=&'.%-6%*(5#$='#&5%#."(+&3%='&+.(+#1%$)+"%'#+-<<#,5&.(-,$%,##5%.-%
8#%#<8#55#5%*(."(,%(,$.(.).(-,&3(F#5%#."(+&3%6'&<#*-'@$%."&.%+-5(6;%&,5%#,6-'+#%
#."(+&3%/)(5#3(,#$9%I#%$##%.*-%=-$$(83#1%=-.#,.(&33;%+-<=3#<#,.&';%&=='-&+"#$9%
!"#%7'$.%($%.-%+"&,/#%."#%*&;%."&.%>UM$%.'#&.%(,5(2(5)&343#2#3%=)83(+%5&.&%$-%."&.%
+-,+#',$%&8-).%(,5(2(5)&3%='(2&+;%(,%=)83(+%5&.&%&'#%=&'.%-6%'#/)3&'%")<&,%$)84
Q#+.$%#."(+&3%'#2(#*$9%C3."-)/"%*#%&'#%*&';%-6%<($$(-,%+'##=%&,5%."#%8)'#&)+'&.(4
F&.(-,%-6%>UM$1%*#%,-.#%."&.%."#%=-.#,.(&3%"&'<$%.-%(,5(2(5)&3%$-+(&3%<#5(&%)$#'$%
&3(/,%*#33%*(."%."#%.;=#$%-6%"&'<$%."&.%>UM$%&'#%&3'#&5;%+-,+#',#5%*(."%='#2#,.4
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